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Abstract

Video streaming services use TCP connections to deliver videos to end hosts. Each platform
uses different strategies to deliver packets to users. The purpose of this project is to identify the
strategies used by Youtube, Vimeo, Dropbox, and Google Drive for HTTP video streaming. Wire-
shark is used to analyze qualities like persistent/non-persistent TCP connection, constant/variable
bit-rate, and parallel/single TCP connections during a video streaming session. Each platform is
tested two times: one next to a WiFi access point and another in an enclosed closet away from a
WiFi access point.

1 Introduction

The TCP protocols of each streaming service will be investigated for their payload sizes and inter-
arrival times. Each video streaming service will be playing the same video per platform when testing
the distance and accessibility to a WiFi access point.

For determining persistent/non-persistent and parallel/serial TCP connections, both the router
and closet packets will have the same conclusions. The TCP connection type does not change via
distance from an access point.

Determining constant and variable bitrate is done by using the Wireshark I/O graphs by plotting
bps over time from the tcp.stream display filter.

2 Determining Persistent/Non-Persistent TCP Connection

Persistent TCP Connection is defined by a server leaving a connection open after sending a response.
This way, request/responses can be made over a single connection rather than multiple connections.
It can be easily identified with a TCP Keep-Alive header in Wireshark.

Youtube1 and Vimeo2 have these TCP Keep-Alive headers that keep the connection open for a
short period of time. However, Google Drive4 and Dropbox3 do not use the Keep-Alive headers. This
could be from the file already being downloaded onto the file hosting server, so there is no need to
provide a persistent TCP connection from the server to the end user.

3 Determining Parallel/Serial TCP Connection

A parallel TCP connection will open multiple connections to increase performance and maximize
throughput between the server and end user. Using the Wireshark tcp.stream display filter, we can
determine if multiple TCP streams are opened over a short period of time.

Youtube1, Vimeo2, and Google Drive4 have different stream indices over a short period of time
during video play, suggesting that they use parallel TCP connections to stream video to the user.
Dropbox3 is the exception, with TCP protocols only happening over a single TCP stream index.
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3.1 Youtube

Figure 1: A sample of Youtube TCP video packets. Notice that the Keep-Alive header happens on
the same stream index. Multiple TCP connections happen over a short period of time as evidenced
by the different stream index numbers.

3.2 Vimeo

Figure 2: Vimeo video streaming packets. Keep-Alive headers happen over different TCP stream
indices, which suggest both persistent and parallel TCP connections.
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3.3 Dropbox

Figure 3: Dropbox shows a TCP connection over the same port over a short period of time, suggesting
non-persistent TCP connection. A single stream index over time suggests a single TCP connection for
video streaming.

3.4 Google Drive

Figure 4: Google Drive has a more complex system between its non-persistent and parallel TCP
connection. Looking at the port numbers, we see that only one connection is made at a stream index,
but multiple stream indices are recorded over time. So Google Drive has a non-persistent connections
per port, but runs all ports in parallel.
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4 Determining Constant or Variable Bitrate Streaming

Using the I/O graphs on Wireshark, we can determine if video streaming on these different platforms
has constant or variable bitrate. After plotting both the router and closet packets, we can determine
that all video streaming services use variable bitrate streaming based on each spike of data being
different over time. The rate data is sent over time is correlates to how far and accessible the device is
from the WiFi access point. The closer the end user’s device is to an Internet Router, the higher the
bitrate over time. The closet with the door closed impedes the bitrate over time. More detail about
stream adaptation is described in each video streaming services’ subsection.

4.1 Youtube

By comparing the two plots below, we can see that being close to a WiFi access point will send the
most packets at the beginning. The next spike of data is sent near the end of the video, at a smaller
size compared to the initial bitrate but significantly more than the subsequent packets after the initial.

Being farther and less accessible from aWiFi access point will change the bitrate over time. Youtube
will not have a high initial bitrate, only increasing over its bitrate over time until it reaches its maximum
near the end of the video streaming. The period where not many packets are sent from around 25
seconds to 310 seconds is either (or some combination of) the stream sending lower quality video or
playback still being sent from the video server.

4.1.1 Router

Figure 5: Youtube Video Streaming TCP Packets Next to Router

4.1.2 Closet

Figure 6: Youtube Video Streaming TCP Packets in Closet
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4.2 Vimeo

Vimeo has variable bitrate streaming, but sends packets at a consistent time interval. The Router
packets have a higher bitrate initially, as seen by the 8.2 × 106 bps around 9 seconds, but gradually
oscillates bitrates until the end of the video. The closet packets have similar time intervals between
bitrate peaks and a similar oscillation pattern over the video playtime. The maximum peaks of the
closet packets are actually similar to the maximum peaks of the router packets after the absolute
maximum spike in the beginning.

4.2.1 Router

Figure 7: Vimeo Video Streaming TCP Packets Next to Router

4.2.2 Closet

Figure 8: Vimeo Video Streaming TCP Packets in Closet
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4.3 Dropbox

When the end user’s device is close to a WiFi access point, Dropbox has a high bitrate in the beginning,
sending all video streaming packets even before the client reaches the end of play out. However, the
bitrate pattern changes significantly with less access to the router. The bitrate per spike is decreased
significantly by three orders of magnitude, and is spread out over time until the video finally finishes.

4.3.1 Router

Figure 9: Dropbox Video Streaming TCP Packets Next to Router

4.3.2 Closet

Figure 10: Dropbox Video Streaming TCP Packets in Closet
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4.4 Google Drive

Google Drive is fairly consistent in bitrate sizes over video streaming. The only difference between
video streaming based on accessibility to a WiFi access point is the density of bitrate spikes during
a period of time. For example, the largest group of bitrate spikes over 10 seconds (40 seconds to 50
seconds) has a higher density in the router group than the closet group (25 seconds to 35 seconds).
This could suggest that the video may be playing in lower quality and/or the playback speed is not
loading as fast on the client side.

4.4.1 Router

Figure 11: Google Drive Video Streaming TCP Packets Next to Router

4.4.2 Closet

Figure 12: Google Drive Video Streaming TCP Packets in Closet
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5 Comparative Statistics

The kernel density estimation (KDE) and cumulative distribution function (CDF) was plotted for
both the router and closet packets for all video streaming services. These additional statistics can
help analyze the probability a certain packet size or inter-arrival time may occur. Both the closet and
router packets are plotted on the same KDE and CDF graphs, respectively. The source code and plots
can be found in the appendix.

5.1 Payload Size

13 For Youtube, the estimation density of the packets is highest when the client is close to the router,
but observes low density when the router isn’t as accessible. The opposite can be said of Vimeo. The
closet KDE is much denser than the router KDE density, which is surprising as Youtube and Vimeo
share the strategy of persistent, parallel TCP connections.

Google Drive and Dropbox have a similar density but for the opposite locations of router and closet.
The density has more variety compared to Youtube and Vimeo.

5.2 Inter-Arrival Times

14 The inter-arrival times of Youtube have a higher density in the closet than near the router. This
could be related to the inverted relationship of bitrate and accessibility.

Vimeo has a higher density next to the router compared to the closet. Even if the variable bitrate
streaming looks similar for both the router and closet, the estimation densities of each inter-arrival
interval are still distinguishable.

Google Drive has the least difference between the height of its density in the closet and its density
next to the router. Comparing it along with the payload size KDE means the TCP connection strategy
is consistent no matter the accessibility to the WiFi access point.

Dropbox has a fairly large difference between the router and closet density estimations. This could
be attributed to the difference in bitrate depending on the accessibility to a WiFi access point.

6 Conclusion

Comparing different video streaming services reveal the different TCP connection strategies based on
purpose, with primarily video hosting platforms like Youtube and Vimeo vs. general file hosting cloud
services like Dropbox and Google Drive. These statistics and comparisons also reveal the differences
between each website, even if they have the same purpose. Persistent and parallel TCP connections are
the usual strategies for most video streaming services, while all services use variable bitrate streaming.

A Appendix
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(a) (b)

(c) (d)

(e) (f)

(g) (h)

Figure 13: KDE and CDF of payload sizes for all tested video streaming services
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(a) (b)

(c) (d)

(e) (f)

(g) (h)

Figure 14: KDE and CDF of inter-arrival times for all tested video streaming services
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1 import dpkt

2 from matplotlib.axes import Axes

3 import numpy as np

4 import matplotlib.pyplot as plt

5 from scipy import stats

6 import pandas as pd

7

8 ### Packet Parsing from pcap file ###

9

10 #Packet parsing for Router packets

11 tcp_payload1 = []

12 tcp_traffic1 = []

13 inter_arrival_times1 = []

14 prev_timestamp1 = None

15 timestamp1 = []

16

17 with open(’/home/kb/ECE 158B/Project 2/ Router/dropbox.pcap’, ’rb’) as file: #opening

and reading .pcap file

18 pcap_reader1 = dpkt.pcap.Reader(file)

19 for timestamp , packet_data in pcap_reader1: #iterating through the timestamps of

the pcap file

20 eth1 = dpkt.ethernet.Ethernet(packet_data)

21 if isinstance(eth1.data , dpkt.ip.IP):

22 ip1 = eth1.data

23 if isinstance(ip1.data , dpkt.tcp.TCP): #for UDP capture , dpkt changed to

dpkt.udp.UDP

24 tcp1 = ip1.data

25 tcp_payload_size1 = len(tcp1.data)

26 tcp_payload1.append(tcp_payload_size1)

27 if prev_timestamp1 is not None:

28 inter_arrival_time = timestamp - prev_timestamp1

29 inter_arrival_times1.append(inter_arrival_time)

30 prev_timestamp1 = timestamp

31

32

33

34 #packet parsing for Closet packets

35 tcp_traffic2 = []

36 tcp_payload2 = []

37 inter_arrival_times2 = []

38 prev_timestamp2 = None

39

40 with open(’/home/kb/ECE 158B/Project 2/ closet/dropbox.pcap’, ’rb’) as file: #opening

and reading .pcap file

41 pcap_reader2 = dpkt.pcap.Reader(file)

42 for timestamp , packet_data in pcap_reader2: #iterating through the timestamps of

the pcap file

43 eth2 = dpkt.ethernet.Ethernet(packet_data)

44 if isinstance(eth2.data , dpkt.ip.IP):

45 ip2 = eth2.data

46 if isinstance(ip2.data , dpkt.tcp.TCP): #for UDP capture , dpkt changed to

dpkt.udp.UDP

47 tcp2 = ip2.data

48 tcp_traffic2.append(len(packet_data))

49 tcp_payload_size2 = len(tcp2.data)

50 tcp_payload2.append(tcp_payload_size2)

51 if prev_timestamp2 is not None:

52 inter_arrival_time = timestamp - prev_timestamp2

53 inter_arrival_times2.append(inter_arrival_time)

54 prev_timestamp2 = timestamp

55

56

57

58 ###CDF and PDF Calculation ###

59

60 #For Router packets

61 payload_sizes_sorted1 = np.sort(tcp_payload1)

62 payload_sizes_cdf1 = 1.0 * np.arange(len(payload_sizes_sorted1)) / float(len(

payload_sizes_sorted1) -1)

63

64 #For Closet packets
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65 payload_sizes_sorted2 = np.sort(tcp_payload2)

66 payload_sizes_cdf2 = 1.0 * np.arange(len(payload_sizes_sorted2)) / float(len(

payload_sizes_sorted2) -1)

67

68 #Plot KDE

69 plt.figure (1)

70 s1 = pd.Series(payload_sizes_sorted1)

71 s2 = pd.Series(payload_sizes_sorted2)

72 s1.plot.kde(label=’Payload Size KDE - Router ’)

73 s2.plot.kde(label=’Payload Size KDE - Closet ’)

74 plt.xlabel(’Payload ’)

75 plt.ylabel(’Density ’)

76 plt.title(’KDE of Payload Sizes - Dropbox Capture ’)

77 plt.legend ()

78 plt.show()

79

80

81 #Plot CDF

82 plt.figure (2)

83 plt.plot(payload_sizes_sorted1 , payload_sizes_cdf1 , label=’Payload Size CDF - Router ’)

84 plt.plot(payload_sizes_sorted2 , payload_sizes_cdf2 , label=’Payload Size CDF - Closet ’)

85

86 plt.xlabel(’Payload Size’)

87 plt.ylabel(’CDF’)

88 plt.title(’CDF of Payload Sizes - Dropbox Capture ’)

89 plt.legend ()

90 plt.show()

91

92

93

94

95 ###Inter -arrival times ###

96

97 #For Router packets

98 inter_arrival_times_sorted1 = np.sort(inter_arrival_times1)

99 inter_arrival_time_cdf1 = np.arange(len(inter_arrival_times_sorted1)) / float(len(

inter_arrival_times_sorted1) -1)

100

101

102 #For Closet packets

103 inter_arrival_times_sorted2 = np.sort(inter_arrival_times2)

104 inter_arrival_time_cdf2 = np.arange(len(inter_arrival_times_sorted2)) / float(len(

inter_arrival_times_sorted2) -1)

105

106 #Plot KDE

107 plt.figure (3)

108 s1 = pd.Series(inter_arrival_times_sorted1)

109 s2 = pd.Series(inter_arrival_times_sorted2)

110 s1.plot.kde(label=’Inter -Arrival Time KDE - Router ’)

111 s2.plot.kde(label=’Inter -Arrival Time KDE - Closet ’)

112 plt.xlabel(’Inter -Arrival Times ’)

113 plt.ylabel(’Density ’)

114 plt.title(’KDE of Inter -Arrival Times - Dropbox Capture ’)

115 plt.legend ()

116 plt.show()

117

118

119 #Plot CDF

120 plt.figure (4)

121 plt.plot(inter_arrival_times_sorted1 , inter_arrival_time_cdf1 , label=’Inter -Arrival

Time CDF - Router ’)

122 plt.plot(inter_arrival_times_sorted2 , inter_arrival_time_cdf2 , label=’Inter -Arrival

Time CDF - Closet ’)

123 plt.xlabel(’Inter -Arrival Times ’)

124 plt.ylabel(’CDF’)

125 plt.title(’CDF of Inter -Arrival Times - Dropbox Capture ’)

126 plt.legend ()

127 plt.show()

Listing 1: KDE and CDF Python Code
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